Changes to Builtin Groups:


Remove “Authenticated Users” from “Pre-Windows 2000 Compatible Access”

For OU containing Student AutoGroups:

Add a DENY for “Domain Users” for “Read Member” for Group objects
Add “Authenticated Users” Read permissions for “This object and all child objects”



*note advanced permissions will look like:

Grant “List Contents”




Grant “Read All Properties”




Grant “Read All Permissions”
For each group in the Student Course AutoGroups OU’s

Remove “Read All Properties” from Authenticated Users 


Remove “Read All Properties” From Self

Add Read permissions for “Read Group Members” (users with delegated authority to read group membership)

User OU permissions

Add “Read” permissions for “Read Group Members” for “This object and all child objects”

Securing Group membership information for Student Course AutoGroups and User Accounts

George Bryan

Mike Kanofsky

In a university environment protecting the privacy rights of students is of paramount importance. A concern is that using native tools while logged in to a workstation that is part of an Active Directory implementation a student or other unprivileged user could enumerate which groups a user is a member of. 
To prevent users from enumerating other users and obtaining membership of Student AutoGroups we have modified the Permissions on the Student Groups and on User objects in UFAD.
Since we have created groups for each course here at the University of Florida, viewing a user’s properties via the command line (NET USER username /domain) would yield results similar to:

[image: image1.png]Account expires

last set
expires
changeahle
required

change passuord

iorkstations alloved
Logon script

User profile

Home directory

Last logon

Logon hours allowed

Local Group Memberships
[Global Group memberships

'STUDENT-PERM1
STUDENT-PERM1

980 (Syston Default>
Never

3/24/2005 10:33 AN
576/2085 9:21 AN
372472665 18:33 an
Yes

a1l

3/24/2005 2:54 PN

a1l

*COURSE-081
*COURSE-@82

The command completed successfully.

[C:\WINDOUS>_

*Domain Users
*log on locally





Note that from this one can see that the user student-perm1 is in two courses:

COURSE-001
COURSE-002
Also a user could enumerate all of the members of a group using:

(NET GROUPS groupname /domain) which returns:
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Our goal is to allow only administrators and trusted unit administrators the rights to view group memberships and user properties, while allowing the user to look at their own information.
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Note the Member Of tab will only show Domain Users to unprivileged users:

Whereas a privileged user will be able to see the Member Of tab, also users can see their own group membership.

They can enumerate the group if they are a member of that group and that group is not a Student AutoGroup. Non-privileged users will get an “access denied” when attempting to enumerate any Student AutoGroup (even if they are a member of the group).
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Only privileged users can see the membership:
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