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Introduction

This document will outline the steps required to implement a Microsoft DFS namespace in a Windows 2003 domain that will support WebDAV and SFTP access in order to allow for secure and convenient on and off-site communication for file transfer and manipulation.
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Section 1.0: Purpose and Technologies Involved

This section will cover the reasons for developing the methodologies involved in implementing a DFS namespace with WebDAV and SFTP support. In addition, this section will provide a basic overview of the main technologies that are utilized in this process.

3.1: Purpose/Reasons
The whole idea behind this document is to help you implement a system that will allow your Windows users to securely access their data from off-site locations without the need for VPN clients or dedicated dial-in numbers. 

I know what you’re thinking; “what’s wrong with old-fashioned VPNs?” Am I right? 

Part of the impetus for this project came because of a tendency by local ISPs to start charging (higher) business rates for residential broadband connections if VPN traffic was detected. The logic was that VPN traffic could only be accounted for by business use and this made VPN access for off-site users a potentially expensive proposition. In addition, some users have difficulty configuring VPN clients without assistance.
So, after we started looking at alternatives, we came up with the idea of using WebDAV to connect to our file servers in order to access data from off site. This has the advantage of not requiring additional software on the users’ off-site computer. The only application needed is Internet Explorer. Of course, this poses new problems for the file servers. IIS has to be installed on all the File Servers, and consequently, each user has to remember the names of the different servers where their data is stored.
The answer for the data distribution problem was to create a Microsoft Distributed File System (DFS) for the purpose of providing one logical tree for the users to navigate. To the user, the file server appears to be one server with the same name. However, beneath the DFS name space, DFS is actually managing access to the correct physical file server rather than the user having to navigate to the physical server. The crux with DFS is that WebDAV did not function with shares provided by DFS. This problem has been fixed with a patch from Microsoft that is included in Windows Server 2003 SP1
So, it is now possible to provide off-sites users secure and easy access to their data using WebDAV and DFS. 

In order to allow for a little more flexibility we also implemented SFTP by using the OpenSSH server software. This allows Windows and non-Windows computers to securely access the files without the need for a WebDAV capable web browser.

This document is intended to provide basic instruction on setting up a Microsoft DFS namespace on the Windows 2003 platform that will support WebDAV and SFTP connectivity. This document assumes a fair degree of familiarity with configuring and operating Windows 2003 to include, but is not limited to, how to create shares and set NTFS permissions. This is because this document is intended as a peer document for experienced system administrators.
1.1: Microsoft Distributed File System Overview
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Distributed File System or DFS allows administrators to group shared folders located on different servers by transparently connecting them to one or more DFS namespaces. A DFS namespace is a virtual view of shared folders in an organization. Using the DFS tools, an administrator selects which shared folders to present in the namespace, designs the hierarchy in which those folders appear, and determines the names that the shared folders show in the namespace. When a user views the namespace, the folders appear to reside on a single, high-capacity hard disk. Users can navigate the namespace without needing to know the server names or shared folders hosting the data

1.2: Secure File Transfer Client Overview
SFTP is a secure version of FTP or File Transfer Client. FTP is a common and well known protocol that utilizes TCP ports 20, 21 and is normally utilized by interactive users to transfer files between hosts on a network or on the Internet. Unlike standard FTP which is generally considered insecure due to the lack of any type of encryption, SFTP is considered secure, and it uses port 22. SFTP traffic between hosts is secured via a public-key encryption scheme.

1.3: Web Distributed Authoring and Versioning Overview

Web Distributed Authoring and Versioning or WebDAV is a relatively recent technology. WebDAV is intended to allow for more effective two-way data movement within a website such as copying files back and forth between a file server running a web site and a remote host. Traditionally, web access was more of a one-way relationship with files only being able to move from the host to the client.

This is the technology that allows a website to present what looks like a traditional file system to remote hosts without the need for any software besides the version of Internet Explorer that comes built into every version of Microsoft Windows.
Section 2.0: Configuration Instructions

This section will cover the actual installation and configuration of a DFS namespace supporting WebDAV and SFTP via OpenSSH 3.x server in a Windows 2003 domain environment.


2.1: Preparing your Environment

As stated above, this document assumes that the WebDAV capable DFS namespace is being implemented in a Windows 2003 domain. If you are not running Windows 2003 in a domain, theses instructions will not apply. 

In the event you are attempting to implement this procedure in a lab or classroom environment, which is recommended for a first attempt, you will need to have a Windows 2003 Domain setup with at least one domain controller and two member servers designated as file servers before starting this procedure.

To prepare your domain for DFS implementation, perform the following steps:

1) Ensure the existing domain is not experiencing problems such as name-resolution errors or excessive network lag as any pre-existing conditions may make implementation more difficult than it needs to be.

2) Ensure you have good backups of any important data in the event of unrecoverable problems. This includes your domain controllers.
3) Provision an additional server-class machine as a member server in the domain for use as your DFS/SSH Server. You should ensure this machine is powerful enough to handle the projected load that WebDAV shares may impose on it.
4) Ensure that all of the data or file space you wish to make available to users on each designated file server is accessible through shares on that server; hidden shares are preferable for security reasons. This is being done in order to provide an additional level of security as once DFS is implemented there should be no need for the users to directly connect to the actual file servers; therefore, the shares are being hidden to prevent the users from easily browsing to them and connecting directly. However, there is no technical reason that you can not have additional shares, if required.

5) Make sure the Windows 2003 Administrative Tools are installed on each of the file servers that will be hosting files in the DFS namespaces. Also, install the tools on the IIS server provisioned in step 3.

6) Ensure your Windows 2003 servers are patched to SP1 or apply the WebDAV patch (842130) provided by Microsoft to all of the file servers that will be hosting data in the DFS namespace. In addition, make sure the root namespace host (IIS server) also has the patch applied to it.

When you have completed these steps continue on to section 2.2 of this document to begin building the required DFS namespaces.

2.2: Building the Required DFS Namespaces
After you have finished performing all of the prerequsite tasks listed in section 2.1 of this document it is time to start creating the required DFS namespaces. This will be done in layers in order to create a seamless namespace from the users point of view. 
Configuring DFS on the file servers:

1) Log onto the file server with administrative rights and start the Distributed File System tool

2) Right-Click on the Distributed File System root shown and select New Root from the menu

3) When the New Root Wizard starts, choose to create a new Domain Root.

4) When prompted for a host domain, ensure the domain that the machines belong to is selected.

5) For the host server, enter the name of the server you are currently logged into. You can use a NetBIOS name, IP address or FQDN.

6) The next screen will ask for the root name and a comment. Enter an appropriate root name and a descriptive comment.

7) Next, you will have to specify a root share. Enter in a value of c:\<root name>. This will be where the DFS namespace root share is created, not the share where the data is located. You will be asked to confirm the creation of this directory. Click Yes.

8) Now a review screen will appear. Double-check the information presented and if it is accurate, finish the wizard.

9) Within the DFS tool, find and right-click on the root you have just created and select New Link.

10) You will be presented with the New Link dialog, enter an appropriate name for the link then browse to or type in the path (using a UNC path) to the hidden share on the machine you configured  as part of the prerequisites in section 2.1 of this document. Also, you should fill in a descriptive comment for this link in the field provided.

11) After you click OK you will be back in the Distributed File System tool. Right-click on the link you just created and select Check Status. If you get any other status returned than Online you will have to find and correct the issue before continuing.

It should be noted that these instructions assume that all of the data you wish to put in the namespace is located on one server, for example, a namespace called “Home” could be split across two different servers by placing individual directories for A-L directories on one and M-Z directories on the other. Then it would be possible to have data from the two servers appear in the same DFS namespace by simply adding additional links as outlined in steps 9 to 11 and pointing leach link at the correct \\server\share for each 
Perform the above steps for each of the file servers that will be hosting data in the DFS namespace before continuing.

Configuring DFS on the IIS server:

1) Log onto the IIS server with administrative rights and start the DFS tool

2) Right-Click on the Distributed File System root shown and select New Root from the menu

3) When the New Root Wizard starts, choose to create a new Domain Root.

4) When prompted for a host domain, ensure the domain that the machines belong to is selected.

5) For the host server, enter the name of the server you are currently logged into. You can use a NetBIOS name, IP address or FQDN.

6) The next screen will ask for the root name and a comment. Enter an appropriate root name and a descriptive comment.

7) Next, you will have to specify a root share. Enter in a value of c:\<root name>. This will be where the DFS namespace root share is created, not the share where the data is located. You will be asked to confirm the creation of this directory. Click Yes.

8) Now a review screen will appear. Double-check the information presented and if it is accurate, finish the wizard.

9) Within the DFS tool, find and right-click on the root you have just created and select New Link.

10) You will be presented with the New Link dialog, enter an appropriate name for the link then browse to or type in the path (using a UNC path) to the hidden share on the machine you configured  as part of the prerequisites in section 2.1 of this document. Also, you should fill in a descriptive comment for this link in the field provided.

11) After you click OK you will be back in the Distributed File System tool. Right-click on the link you just created and select Check Status. If you get any other status returned than Online you will have to find and correct the issue before continuing.

You may have noticed that the directions for configuring the DFS namespace on the IIS server and the directions for creating the DFS namespace on the file servers are identical. That is because we built up the DFS space in layers as follows:

Layer 1: Individual Shares
Layer 2: File Server DFS Namespace

Layer 3: IIS Server Namespace (DFS Root)
Each of these layers performs the same function; they create a single point of access for the layer beneath it. The individual shares create a single connection point for all of the files and folders beneath it. Next, the file server DFS namespace consolidates all of these shares into a single namespace (like Home or Dept). Finally, the IIS server DFS namespace groups all of the small individual DFS namespaces into one big one for easy access.
2.3: Install and Configuring IIS and WebDAV
With some minor exceptions, this section is taken verbatim from the LSA document titled Implementing Microsoft WebDAV on LSA Windows 2003 File Servers by Will Shipman. 


This document lists the procedural steps necessary to enable a LSA Windows 2003 File server to provide Microsoft’s implementation of WebDAV that uses Internet Information Services 6.0.  WebDAV is an extension of the HTTP 1.1 Protocol that lets remote users manage and work with files stored on a Web server.  The ability to perform standard file actions such as Copy and Delete, Create and Edit directories and files, and the ability to Search are all provided by WebDAV. 


Prerequisites:

1) Verify that URLScan is not installed on the server using the Control Panel > Add or Remove Programs applet.  If it is listed as being installed, then REMOVE before proceeding.

2) Verify Windows Operating System-level NTFS permissions on the directory for the respective file server:

3) Create the directory on the appropriate drive that to hold the IIS Web logs.  Configure the NTFS permissions appropriately for this directory in order to secure it from hackers.  Also, configure additional Auditing of the “Everyone” group for this directory. 


Install Windows Server Components (IIS 6.0 and WebDAV):

1) Navigate to Start > Control Panel > Add or Remove Programs and click Add/Remove Windows Components in the left column in details pane.

2) Check the box next to the Application Server selection, if not already checked, and highlight.  Click the Details button and verify that the Internet Information Services (IIS) selection is checked.

3) Highlight the Internet Information Services (IIS) selection and click the Details button.  Verify that both the Internet Information Services Manager and the World Wide Web Services selections are checked and if not, then check their boxes.

4) Highlight the World Wide Web Service selection and click the Details button.  Verify that both the WebDAV Publishing and World Wide Web Service selections are checked.  If not, then check their boxes.  Click OK.

5) Click OK, and OK again.  Click Next.

6) When installation has completed, IMMEDIATELY navigate to Start > Administrative Tools > Internet Information Services (IIS) Manager and stop the Default Web site by highlighting “Web Sites” in the left details pane of the screen.  In the results pane to the right, right-click the Default Web site and select Stop.  Also, configure the Web site to disallow ALL Access and change the log file directory.

7) Navigate to Start > Administrative Tools > Services and stop the World Wide Web Publishing service by right-clicking and selecting “Stop”.  Also, set the service Startup type to “Manual”.  Click OK.

8) Prohibit the WebDAV Service by navigating to Start > Administrative Tools > Internet Information Services (IIS) Manager and highlighting Web Service Extensions in the left details pane on the left side of the screen.  In the results pane to the right, highlight the “WebDAV” Web Service Extension, right-click and select “Prohibit”.


Create and Configure Web site.

1) Navigate to Start > Administrative Tools > Internet Information Services (IIS) Manager and highlight Web Sites in the left pane.  Right-click and select New > Web Site…

2) Create a new Web site using the same name as the top-level directory that will be made available via WebDAV (i.e., “Home” or “Dept”).  Verify that the Web site is not running and has a State of “stopped”.

3) Configure the Web site using the following settings:

4) Generate a Digital Server Certificate Request and submit the request.  

5) Once the Digital Server Certificate has been received, install it on the Web site.  Open the Properties for the Web site and click the Directory Security tab.  Within the Secure Communications section of the page, click the Edit button and verify that the “Require Secure Channel” and “Require 128-bit Encryption” check boxes are selected.  If not, then check both and click OK.

6) Restart the server.

Enable WebDAV and WWW Service:

1) Navigate to Start > Administrative Tools > Internet Information Services (IIS) Manager and highlight Web Service Extensions in the left details pane.

2) Set the status of the WebDAV Web Service Extension to “Allow” by right-clicking it in the results pane on the right and selecting “Allow”.

3) Navigate to Start > Administrative Tools > Services and change the Startup type of the World Wide Web Publishing service to “Automatic” by right-clicking on it and selecting Properties.  Now start the service by clicking the “Start” button.  Click OK.

4) With the IIS Manager window from Step 1 above still open, expand “Web Sites” in the left details pane and highlight the Web site created above for the directory to be WebDAV-enabled.  Right-click and select Start.


Known Issue:
1) ASP files will not transfer via WebDAV: This issue has been recognized and in order to fix, the .asp file extension must be removed from the application mappings in the application configuration for the directory from within Internet Information Services via the Internet Services Manager.
Points of Interest:
1) It has been found that after connecting via WebDAV for the first time through the Internet Explorer “Open as Web Folder” process, a user can then go to “My Network Places” and find the connection listed.  From this location, the connection can then be copied and pasted to the user’s Desktop by using the mouse’s right-click > Copy options, followed by a right-click > Create Shortcut selection once the mouse’s cursor is located on the desktop.  A shortcut that will automatically connect to the WebDAV server, corresponding to the original connection, will be created and can be launched with an easy double-click of the icon.  This saves time when a user generally opens the same Web folder(s) often.


2.4: Configuring SFTP
To provide SFTP access to the DFS namespace. We decided to use SSH Secure Shell Server 3.2. This software was deemed to be adequate for the task required of it. If your choice of SFTP server software differs then this section will have to be modified to compensate.

This section this section draws from another document but, is not a direct excerpt. The document borrowed from is titled SSH Server Install Notes.doc. by Chris Brenner
1) On the IIS server, run SSHSecureShellServer-3.2.0.exe follow the installation instructions and accept the defaults.

2) Once SSH is installed, go Start -> Programs -> SSH Secure Shell Server -> Configuration.
3) Under SSH Server Settings, highlight General. In the pull-down box next to “Banner message file” select the .TXT file that will greet the SFTP user when they authenticate to the server. Copy the edited file to “C:\Program Files\SSH Communications Security\SSH Secure Shell Server” dir.
4) Under SSH Server Settings, highlight Network. In the pull down box next to “Require reverse DNS mapping” Choose “No, but try”. Click “Apply” button.
5) Next highlight User Restrictions and in the pull down box next to “Permit user terminal” select “no”. Click “Apply” button.
6) Next highlight SFTP Server and configure the Accessible Directories to include the DFS root directory as specified in section 2.2 of this document. You should ensure the User Login/Logout, Uploads, Downloads & Modifications Event Log categories are enabled.
7) Click “Apply” button.
8) Under SFTP Server select Power Users – delete all users in the Power Users checkbox. Click “Apply” button.
9) OK, you should be done configuring the server – so, go back up to the top of the left window pane and highlight SSH Server Settings again. Click on the Start Server button and then test.

2.5: Securing Your Servers

Having secure methods for your off-site users to access their data doesn’t do you a lot of good if the servers hosting their data are wide-open so, you should really think about how you plan on securing them.

A complete security plan is well beyond the scope of this document as each environment, and its requirements, are so different that a document that could cover all of the possibilities would be huge. However, we could go over a few bullet points for you to consider. None of these items should surprise you.

· It is important to allow the file servers to talk to the DCs and DNS servers and, of course, the IIS server hosting the DFS root namespace. 
· If you are running WINS it might be a good idea to make sure the servers can talk to the WINS servers as well.
· Think about backups. Good backups are your insurance policy in case the worst does happen.
· If you don’t have a perimeter firewall. Think about getting one.
· Consider using both firewalls and/or IPSec policies to wall off your servers from internal threats. For example, with a properly configured IPSec policy you may be able to prevent the file servers from talking directly to internal client machines. This could be good if one of those client machines gets compromised.

It is important that you don’t let the brevity of this section fool you. These are just a few of the points to consider. If you don’t ensure your servers are properly protected and backed up you will likely be looking for new employment in short order. 
2.6: Conclusion
We hope this document has provided you with enough knowledge to build a simplistic but successful WebDAV capable DFS namespace for your Windows Server 2003 environment. We encourage you to modify and improve this simple model to make it even more useful to you and your organization.
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