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Session Prerequisites

O You should have an Active Directory Domain

O You should have a Linux Client

O You want to consolidate your Account Management
O You want to start with an easy-to-implement solution

O Found yourself? So stay here!



Session Objectives And Agenda

Name resolution
with LDAP

Authentication
Apache-Login with LDAP or
Kerberos




What do we need?
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What to do?




Check Schema

O Schema describes
o what kind of objects are allowed
O what attributes an object must have
O what attributes an object may have
O how those attributes look like (integer, DN, ...)

O Windows Server 2003 R2 and higher
O Schema compatibility to Linux is sufficient (RfC 2307)

O Windows Server 2003 and earlier
O Install Schema Update from Services for Unix (SfU) 3.5

O Domain or Forest Mode is not important



Configure Read Access...




Give Linux Read Access
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Enable anonymous Read Access

O open ADSIEdIit (Support Tools)

O connect to (Naming Context: Configuration)
O CN=Services
O CN=Windows NT
O CN=Directory Services

O Properties, Attribute “dsHeuristics”
O set the second bit from right (if not set, set to 0000002)

O Does not set anonymous read permissions,
only allows you to do so!

O Pick your OU and give “Anonymous” Read Access
O use Inheritance



Enable anonymous Read Access (2)
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Now fill in the data...
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Fill Attributes

O Linux needs UID of a User

O like Windows needs a SID, but less complex
O 0 (=root) to 65535 (or higher)

O Synchronize via ldentity Management System

O or fill them in manually
o ADSIEdit
O Script

o GUIin ADUC
(install NIS Server from SfU 3.5)

o GUI in ADUC in Windows Server 2008 and later
(install “Identity Management for Unix"-Role)



Fill Attributes with a script

, t hi s vbseript ,usewhateveryou like...

sServer = “ LDABc-01.test .|l ocal/"”
sUser = <¢n=harryp,ou =staffdc =testdc =1 ocal ”
set oUser = getobject (sServer & sUser)
oUser.uidNumber  =10001

(set some more attributes here)

oUser.setinfo



Now for the Linux sid




The Linux Side of the show...

O Configure Name Resolution Service

O where do the names for the UIDs come from?
O nsswitch.conf
tells the order to look for

o libnss_ldap.conf (a.k.a. Idap.conf )
tells where the LDAP-Server i1s and how to connect to it

O nsswitch.conf (under /etc normally)
passwd:.compat Idap

group: compat Idap



ldap.conf

host dc- Ol.test.local

port 389

base ou=staff,dc =test,dc =local
scope sub

O you might (and should) define more than one host
O use of DNS SRV records not implemented (so far?)

O define a search base and a search scope

O Some mapping needs to be done...



ldap.conf (cont'ed)

Nnss_map_objectclass
nss_map_objectclass

nss_map_attribute
nss_map_attribute
nss_map_attribute
nss_map_attribute
nss_map_attribute
nss_map_attribute

posixAccount User
posixGroup  Group
uid sAMAccountName
uidNumber uidNumber
gidNumber gidNumber
cn sAMAccountName
homeDirectory unixHomeDirectory
loginShell loginShell

O define mapping (left Unix, right Windows)
O Object types and Attributes

O map anything to anything, as long as types match



That’s it for name resolution

O From here on name resolution should work
O getent passwd harryp

O Caveat:
O keep a root shell open while testing...
O turn off caching (nscd) while testing
o don’t tryals —la/home when you have many users

O When using LDAP for authentication:
O use SSL (Port 636)

O add to Idap.conf:

pam_login_attribute sAMAccountName
pam_fliter objectclass  =user
pam_password ad



What else to do on thg Linux side?




Configure Kerberos...

This might be under /etc/krb5.conf

[ libdefaults ]

default_realm = TEST.LOCAL

default_tgs enctypes =des -cbc-crc des-cbhc-md5

default_tkt enctypes =des -cbc-crc des-chbc-md5
[realms]

CONTOSO.COM ={
kdc = dc- 01.test.local

admin_server = dc- Ol.test.local
default_domain = test.local
}
[ domain_realm ]
. test.local = TEST.LOCAL

test.local = TEST.LOCAL



And now: Login!




not quite ready for login...

O You have to tell Linux to use Kerberos for login
O Pluggable Authentication Modules (PAM)
O Configuration varies between distributions

O In general:
O 4 types of pam directives: auth, account, password and session
for login use the auth directive
can can (and should!) use more than one PAM
mind the order!
watch for includes and system defaults
always keep a root shell open while testing
backup old config
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Modify your PAM config

auth required /lib/security/pam_securetty.so

auth required /lib/security/pam_nologin.so

auth sufficient /lib/security/pam_unix_auth.so

auth required /lib/security/pam_krb5.so use_first_pass

O Interpretation is as follows:
O 1%tline: has to give OK, otherwise no login
O 2" Jine: has to give OK, otherwise no login
o 3" line: if OK, login permitted, otherwise go on with next
o 4" line: as the final line, has to be OK, otherwise no login

O So if local authentication works (root!), that’'s ok, otherwise
kerberos authentication has to work!



Now configure Apache...




Configure Apache?2

O Install Kerberos Authentication Module
O Used: libapache2-auth-kerb

O Check module is enabled:
O Apache/2.2.9 und mod_auth_kerb/5.3

O Configure Access Control:

O AuthType Kerberos
KrbMethodNegotiate on
KrbAuthoritative on
KrbAuthRealms TEST.LOCAL
KrbVerifyKDC on
KrbServiceName HTTP
Krb5Keytab /etc/krb5 http.keytab
require user harryp@TEST.LOCAL



Need a second keytab?

O Maybe you cannot use the HOST keytab
O create another computer account, deb-Ola

O run on the Windows DC in a CMD (one linel!):

ktpass —princ  http/deb - Ol.test.local@ TEST.LOCAL
- mapuser deb-0la -passsecl -out http.keytab

O use upper- and lowercase as shown here

o Mind the different names here (deb-01 and deb-01a)
O protect http.keytab (holds the shared secret)

O (secure) copy the file to the Linux client



We made It!




